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MH0XkeCTBO Be6-caliTOB UCIIONIb3YIOT MHBA3UBHYIO peknaMy, daiinbl cookie, mpomnpueTapHble TPEKEPH! U IPYTHe METOOH! 71t OTCJIeXXUBAHUS U IlepexBaTa AelCTBUM mojib3oBaTesnell B UHTepHeTe. MHOTHe U3 3TUX Be0-CaliTOB (HalmpuMep, COIMaNbHbIE CETH, MHTEPHET-Mara3uHsl U T. [I.) IPEACTaBISAI0T YrPo3y OJIs Ballel KOHGUAEHIIMaTbHOCTH U IIEeHHOU
nuyHOM nHpopmaluu. Privacy Redirect — ato HagcTpoiika Firefox, koTopas mpemaraeT aabTepHATUBL Pa3IMYHBIM OHIAWH-00beKTaM, TakuM Kak Google, Twitter, YouTube u uMm nmomo6ubIM. ET0 GYyHKIIMOHATBHOCTE BKJIIOUaeT B ce0s1 HACTPOMKY IepeHamnpaBieHull Ha 6e30macHble BeO-caThl 6€3 peKjlaMbl 1 Ha MHOTHE [IpyTHe TOMyIspHbe OHTaNH-
pecypcel. Micrionb3ys nepeHamnpaBiesrue KOHGUOEHIINAaTbHOCTH, BBl MOXKETe IIPOCMaTPUBATh BeO-calT 6€3 0TCIeKUBAHUS CO CTOPOHBEI KAKOT0-11u00 OHNTaliH-00beKTa 1 663 Ha30M/IMBOM peKJIaMbl. ITO JOTOIHEeHNE ObI0 pa3paboTaHo, YTOOL TIOMOYb IT0IL30BaTENISIM OOPOTHCS C MpobiieMaMy OHJIaWH-0TCIIeXKUBAHUS ¥ YTEUKU JIMYHBIX JAaHHBIX, KOTOpPhIE
IIMPOKO PacIpoCTpaHeHH B HacTosIlee BpeMs. HafcTpoiika He MpoABUTaeT Kakou-mubo BeO-caliT ¥ He CBsi3aHa C KaKOM-11u00 KOHKPETHOM opraHu3alreil. 9To MpocTo co3naeT Ooiee Ge30macHbIM U IPUBATHHIN IPOCMOTP Beb-cTpaHull. KimoueBasi 0c00eHHOCTh: BiIoKKUpy#Te HaloeqINBYI0 peKlaMy, TPEKEpH U Apyrre BeO-Kydku. IIpocToii u yooOHBIN B
MCII0/Th30BaHUY IOJIb30BaTEILCKIM NHTepdelic. BeiOupaliTe nepeHanpaBieHus U UCKII0UeHUs ObICTPO U TOYHO. [lo0aBngiTe, pefakKTUPYUTe U yOasAiTe TepeHanpaBIeHns U UCKITIOYEeHNS 3a KOPOTKHM MPOMEeXKYTOK BpeMeHH. JIeTK0 IpocMaTpuBaiiTe MHOKECTBO BeO-caliTOB 6e3 oTcrexrBaHusd. HacmaxaaliTech OBICTPHIM U YHUCTHIM OGpay3epoM.
Odunumansuoe pacmupenue gns Firefox, mpocTtoe u 6ecnnatHoe. IlonnepxuBaTh: [lepeHanpaBienrue KoHGuaeHIHaNbHOCTH coBMeCTUMO ¢ Firefox u Chrome. 9To mononsenue paboraet Ha Windows, macOS u Linux. [lonmonHenue 6ecraTHoe. BEl MoXKeTe UCIIONIBb30BaTh €ro HaBcerga. Privacy Redirect MoxHO ucnonb30BaTh 6€3 Kakux-1u0o mpobiem umu
omun6ok. Pa3apaboTyuKy aKTUBHO OOHOBJISIOT CBOM afiffoH, YTOOH MCIIPABUTD JTI00EIe BO3HUKaLMe IpobieMsl. HaxmuTe 3meck, 4ToOb 3arpy3uTh epeHanpaBienue KoHunermansHoctd. Onrucanue Marasvuta npuoxenui: Hagctpolika 6pay3epa Privacy Redirect gnst Firefox npennaraet miopsiM, 3a60TAIUMCS 0 KOHGUAEHIMATBHOCTY U 6€30IIaCHOCTH,
Ha0Op HacTpauBaeMbIX MHCTPYMEHTOB U QYHKIIMI, KOTOPBIE CHeNaloT MpocMOoTp Beb-cTpanull 6oee 6e3omacHeiM 1 mpocTeiM. KAKME HOBOCTH - McipaBuTh MeXIOMEHHOE TTepeHanpaBieHue. - [Tomnepkka o0IIeIoCTYITHEIX YUeTHRIX 3anuceit Google mis mepeHanpasienuil. - [1o ymonyanuio nepeHanpasiseT Ha Facebook. - ABToMaTuueckoe
nepeHanpasneHue Ha VPN-caiTel. - McipaBrieHo lepeHanpaBieHne Ha opulinanbHbil Marketplace. — YnyulneHa cTpaHulla IpUBETCTBUS, CIUCOK nepeHanpasneHuil u OpenStreetMaps. KJTFOUEBAA OCOBEHHOCTD - BriokupoBKa aHOHMMHOTO KOHTEHTa - YaaneHue ¢aiios cookie - [TepeHamnpasiseT ¢ Ha - OCTaHOBUTH BCILIBIBAIOIIYIO PEKIIaMy -
Bnokuposats Javascripts - Bl10KupoBKa TPEKEpOB -
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Privacy Redirect — 3ameuaTtenbHOe onoiHeHue st Opay3epa. M3-3a pacTyiiei 03a604eHHOCTH 10 TIOBOAY KOH(PUAEHITMATbHOCTH, O0IBIIOT0 KOJIMYEeCTBA yTeUeK JaHHBIX UJTM HEIIPAaBOMEPHOTO MCII0Ih30BaHUs TMYHOW WHPOPMAIIMK I0JTb30BaTelel (COBepIIaeMoro pas3IMyYHbBIMI OPraHU3allusIMU, UMEIOIIUMU JOCTYII K BalllUM HaHHBIM), IT0Ih30BaTENIA BCEX
BO3PACTOB, KaK IIPaBUJIO, CTAHOBSATCS 00Jiee OCBEJOMIIEHHBIMU U OTBETCTBEHHBIMH 3a CBOU [eiicTBUS B iHTepHeTe. ITO pacIIMpeHre IIOMOXKET BaM 3alllUTUTh Ballly KOH(PUIEHIINATbHOCTD, IIpejiaras XK1u3Hecrnoco0Hble aTbTePHATHBE OCHOBHBIM OHJIAWH-YTUIMTaM, TakKuM Kak YouTube, Instagram, Google Maps u Twitter. [TogpoGHee o Bamux
anbTepHaATHBaX U IlepeHalpaBleHusIX HaICTPOUKY Bce mepeHanpaBieHns], BHIIOHSIEMbIE 3TON YTUIIUTOM, MOXKHO OBICTPO BK/TIOUHUThL MJIM OTKJIIOYUTE AJIST KaXKI0oro Beb-caliTa B pacKphiBawoleMcs: MeHIo pacumupenus. [Ins Kapt Google pacuimpeHne oTKpbiBaeT HOBHIM 9K3eMIsap OpenStreetMap. 9To cepBuC, KOTOPHIH IIPENOCTaBIsIET BO3MOXKHOCTH,
aHaJIOTHYHbEIE TeM, KOTOphle npexnnaraeT Google Maps; pa3uuila B ToM, uTo OpenStreetMap GecnnaTHa 1 UMeeT OTKPBITHIM UCXONHBIM KOA. bonee Toro, ux gaHHble 00IIeNOCTYIHEL ¥ He IPUHAfIexkaT Kakoi-nm1ub0 4acTHOM opraHu3anuu. Korpga meno JOXOOUT [0 coLMalbHEIX ceTel, HafcTpolika Firefox obecneunBaeT OBICTPHIM HOCTYI K cepBrcaM 0e3
peknaMul. AnbTepHaTHBOM Instagram, ucnons3yemMoit Privacy Redirect, siBnsercs Bibliogram; aTo Be6-caiiT, KOTOpPHIH GepeT nHOpMaIHio 13 00IIeJOCTYITHON YUeTHO! 3amucy Instagram u fieyiaeT ee JOCTYIIHOM (B TOM 4McCIie [Jis 3arpy3Ku) 0e3 moka3a peknaMel. UTo KacaeTcst Twitter, mepeHanpasienrie KOHGUIEHINATBHOCTY OTIIPABUT TOJIb30BATENIEN Ha
ctpanuiy Hutrepa. 6ecriaTHbIM CEPBUC C OTKPHITEIM UCXOOHBIM KOJIOM, KOTOPHIM IeMCTBYET KaK anbTepHaTUBHEIN uHTepderic Twitter. Kpome Toro, mpu ucmonb3oBanuu Nitter Be mpemoTBpalaeTe 0TciexXuBanrue IP-agpecoB uin uueHTH(GUKAIMIO OTIIeYaTKOB MMajbleB Javascript, BeimonHsemyto Twitter. Hakoner, mist YouTube Privacy Redirect oripaBut
Bac Ha Invidious. 910 Be6G-caliT (MI0C 3arpyKaeMblii ¥ KOMIUIIUPYEMBIA PECYPC, YUUTHIBAS TOT (AKT, YTO OH C OTKPHITHIM HCXOOHBIM KOJOM), KOTOPHIM NENCTBYET KakK alnbTepHATUBHLEIN HHTEpdeiic YouTube, mo3Bosnsionui mpocMaTpuBaTh KOHTEHT YouTube 6e3 peknaMsl u 6e3 oTcimexuBanus Google. [TpOeKT ¢ OTKPHITHIM UCXOTHBIM KOIOM, KOTOPHIN
MOXKHO MCII0JIb30BaTh OecraTHO Privacy Redirect — 9To GecrnmaTHBIN HHCTPYMEHT. MHOT0IIeIeBOEe NOMOIHEHNE NOCTYITHO KakK IJis monb3oBaTeneit Firefox, Tak u mns Chrome.9To cBepxnerkuil pacumpuTesnb Opay3epa, Ipefiaraioiui MIpoCcTeie KOMaH/bl, a TaKKe [IOIOJIHUTEIbHEIe BO3MOXKHOCTH X HAaCTPOUWKH IJIS TTOIh30BaTelNel, HyKJaloIIuXCs B
IIepCOHAIM3aliy CBOMX MHCTPYMEHTOB. BEl MoXkKeTe U3MEHUTh TEMY pacCIIUpeHus, HACTPOUTh IlepeHanpaBieHus Uiu [o0aBUTh U U3MEHUTh UCKITIOYeHUs. B cBsI3u ¢ aTuM BE MoxkeTe BBecTH URL-aapec unu BeipaxkeHnune RegEx s ”HUIIMMPOBaHUS 3allpoca, KOTOPHIM OTMEHSET onpefesieHHoe IlepeHamnpaBieHue. B To ke Bpems ang Invidious,
anbTepHaTUBH YouTube, BB MOXKeTe OmpeeNnuTh TapaMeTPhEl BOCIIPOU3BEAeHUS BULEO0 10 YMOJTYaHUIO (HapuMep, KauecTBO BUE0, aBTOMaTUUYEeCKOe BOCIIPOM3BeleHNe UM CTUJIb Bocripou3BeneHus). leaed4ebc
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BecmnnaTHO nepeHanpasisiiTe 1000 Be6-caliT, KOTOPHIM BhI ITOCEIaeTe, Ha BEPCHI0, 06eceuynBalonyio KoHpuaeHIMaabHoCTh. MiuTte anbrepHaTuBbl Facebook, YouTube, Instagram, Twitter u Google Maps. [lepeHnamnpaBnenue KoHbuneHuranbHoctu g Chrome Onucanue: becnnaTHO nepeHanpaBsaiTe m000# BeO-cailT, KOTOPBIM BH IIOCEIaeTe, Ha
Bepcuio, obecneunBaoilyio KoHQumeHManbHocTs. Mimute anbrepHaTuBh Facebook, YouTube, Instagram, Twitter u Google Maps. [IepeHanpaBnenue KoHugeHuanbHocTH A Invidious Onucanue: becnnaTHO nepeHanpaBnsaiiTe m000# BeO-cailT, KOTOPHIM BB II0CEIaeTe, Ha Bepcuio, 00ecreynBaolyo KOHUAEHIIMaIbHOCTb. UIUTEe anbTepHAaTUBEL
Facebook, YouTube, Instagram, Twitter u Google Maps. I[lepeHanpaBnenue KoHpuueHmanbHocTy A1 YouTube Onucanue: BecnnaTHo epeHanpasisiiTe 10001 Be6-caliT, KOTOPHIM BHI ITOCeIlaeTe, Ha Bepcuio, 06ecredynBalonyo KoHpuaeHMaabHOCTh. MinTe anbTepHaTuBH Facebook, YouTube, Instagram, Twitter u Google Maps. [TepeHamnpaBieHue
KOHGUOEeHINANbHOCTH A onucanus Nitter: BecnmaTHo nepeHamnpaBnsiiiTe mo00# Be6-callT, KOTOPHIM BHI ITOCEIIAeTe, Ha Bepcuio, 06ecreynBalolyo KoHQumeHInanbHoCTh. UiuTe anbTepHaTuBH Facebook, YouTube, Instagram, Twitter u Google Maps. Llenb — KOHTPOIUPOBATh HEXKEIATeNbHYI0 PeKIaMy, TpeKeprl u caM. [Togmepxkka. KoHTponupyite
HexXeJlaTeIbHY0 PeKIaMy, TPeKepH U CllaM, He MeHss IocelllaeMble caiThl. Ec/iu BB paHee 0TKa3alKuCh OT IOAMKUCKHY, BH TaK¥kKe MOXKeTe B J1I000e BpeMs OBTOPHO moanucaThes Ha 100% mpuBaTHYIO 1MOIL30BaTENNbCKYI0 mporpaMMy YouTube Red 6e3 pekamel, TPOCTO 3arpy3uB MIPHUIOKEHNEe U3 Mara3vHa UIU IPOCMOTPEB 9TH II0JIe3HBIE BUe0. Brl Takxke
MOXKeTe HaTH McIpaBlieHne, obecreynBaloliee KOHQUAEHIINAIbHOCTD, IJIST OPYTUuX OJIOKMPOBIIUKOB peKlaMbl U KOHTeHTa. Ha ocHoBe Proxy SwitchyOmega (Windows) u Privoxy (Linux) MHCTpyKIuM 110 yCTaHOBKE: 3arpy3UTe U YCTAHOBUTE paciiupeHnue s 6pay3epa Firefox ¢ momombio gucnetrdepa gomnonHenui Firefox, mepeiignte Ha CTpaHUIly u
HaXXMUTe «YCTAHOBUTH». 3arPy3UTe U YCTAaHOBUTE pacuiupenue ais 6paysepa Chrome yepe3 MHTepHeT-Marasud Chrome, Haxkxmute «YcraHoBUThL>» U Beibepute «OK». 3arpy3ute u yctaHoBute pacummpenue Chromecast uepe3 MHTepHeT-Marasu Chrome, HaxxMute «YcraHoBuTh» U Beibepute «OK». 3anycTtute mpokcu-cepsep Privoxy u Beibepute «IIo
yMOJIYaHUIO» [JI IIPOKCHU-CepBepa (13 MMaHenu ynpasieHus). [Janee B KOHQUTYpPaLlKOHHOM (paiiie IPOKCH BEH MOXKeTe OTpefaKTUPOBaTh cienylomue napameTpsl: # Pacnonoxenue Ilopt, TCP unu UDP, k KoTopoMy npuBsi3eiBaeTcs Privoxy Ha BauieM jokanbHOM [P-ampece. Anpec npocnymuBanus = 127.0.0.1: # Vma Umsa nonb3oBaTens. UMs no
ymonyaHuio — «Privoxy». Umsa = IIpuBokcu # [Iytu
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Privacy Redirect — 3ameuaTtenbHOe onoiHeHue s Opay3epa. M3-3a pacTyiiei 03a604eHHOCTH 10 TTOBOAY KOH(PUAEHITMATbHOCTH, OOIBIIOT0 KOJIMYEeCTBA yTeUeK JaHHBIX UJTM HEIIPAaBOMEPHOTO MCII0Ih30BaHUs TMYHON WHPOPMAIIUK II0JIb30BaTelel (COBepIIaeMOoro pa3IMyHbBIMI OpraHU3allusIMU, UMEIOIMMU JOCTYII K BalllUM HaHHBIM), IT0Ih30BaTENIA BCEX
BO3PACTOB, KaK IIPaBUJIO, CTAHOBSATCS 00Jiee 0CBEIOMIIEHHEIMU U OTBETCTBEHHBIMH 3a CBOU [eiiCcTBUSA B IHTepHeTe. ITO pacIIMpeHre IIOMOXKET BaM 3alllUTUTH Ballly KOH(PUIEHIINATbHOCTD, IIpeiaras XXK1u3Hecrnoco0Hble aTbTePHATHBE OCHOBHBIM OHJIAWH-YTUIUTaM, TakKuM Kak YouTube, Instagram, Google Maps u Twitter. [Togpo6Hee 0 BaIux
anbTepHaATHBaX U IlepeHalpaBiIeHUsIX HaICTPOUKY Bce mepeHanpaBieHns, BHIIOIHIEMbIE 3TON YTUIUTON, MOXKHO OBICTPO BK/IIOUUTHL MJIM OTKJIIOYUTE AJIS KaXKOoro Beb-caliTa B pacKphiBawoileMcsi MeHIo pacummpenus. [Ins Kapt Google pacumpeHne oTKphiBaeT HOBHIM 9K3eMIsap OpenStreetMap. 9To cepBuUC, KOTOPHIH IPENOCTaBIsAET BO3MOXKHOCTH,
aHaJIOTUYHEIE TEM, KOTOpHIe npeanaraeT Google Maps; pa3Huiia B ToM, uTo OpenStreetMap GecryiaTHa ¥ UMeEET OTKPHITHIM UCXOOHEIM KoM, Bojiee Toro, ux maHHBIE 00IIENOCTYIIHE U He IPpUHAIekaT KaKou-mu0o YaCTHOM opraHu3anuu. Korma geno moxXoguT o0 cOLMalbHEIX CeTel, HaucTpoiiKa Firefox obecneunBaeT OBICTPHIM JOCTYH K cepBucam 6e3
peknaMul. AnbTepHaTuBOM Instagram, ucnons3lyemMoii Privacy Redirect, siBnsercs Bibliogram; aTo Be6-caiiT, KOTOpPHIH OGepeT nHDOPMaIMio 13 00IIeJOCTYITHON yUeTHO! 3anucy Instagram u fiefiaeT ee JOCTYIIHOM (B TOM 4MCIie [Jis 3arpy3ku) 6e3 moka3a peknaMel. UYTo KacaeTcst Twitter, mepeHanpapnenrie KOHGUIEHINATbHOCTY OTIIPABUT I0JIb30BaTEIEN Ha
ctpanuny Hutrepa. 6ecriaTHbIM CEPBUC C OTKPHITEIM UCXOOHBIM KOJIOM, KOTOPHIM IeMCTBYET KakK anbTepHaTHBHEIN nHTepdetic Twitter. Kpome Toro, mpu ucnonb3oBanuu Nitter Bel mpemoTBpalaeTe 0TCiexkuBaHre IP-agpecoB uin uueHTH(GUKAIMIO OTIIEYaTKOB MMajbleB Javascript, BeimonHsemyto Twitter. Hakoner, mist YouTube Privacy Redirect otipaBut
Bac Ha Invidious. 910 Be6-caliT (MI0C 3arpyKaeMblii ¥ KOMIUIAPYEMBIA PECYPC, YUUTHIBAS TOT (AKT, YTO OH C OTKPHITHIM HCXOOHBIM KOJOM), KOTOPHIM NENCTBYET KakK anbTepHAaTUBHLEIN HHTepdeiic YouTube, mo3Bosnsionui mpocMaTpuBaTh KOHTEHT YouTube 6e3 peknamsl u 6e3 oTcimexuBanus Google. [TpOeKT ¢ OTKPHITHIM UCXOTHBIM KOIOM, KOTOPHIN
MO2KHO MCII0JIb30BaTh OecriaTHO Privacy Redirect — 9To GecrnaTHBIN HHCTPYMEHT. MHOTOIIeIeBOe NOMOIHEHNE NOCTYITHO KakK IJis monb3oBaTenei Firefox, Tak u mnsgs Chrome.9To cBepxnerkuil pacumpuTesb Opay3epa, Ipefiaraioiuii MIpoCTeie KOMaH/bl, a TaKXKe [IOIOJIHUTEIbHEIe BO3MOXKHOCTH ¥ HAaCTPOUWKH [JIS TTOh30BaTelNel, HyKAaloIuXCs B
IIepCOHAaIU3aliy CBOMX MHCTPYMEHTOB. BBl MOXKeTe U3MEHUTh TEMY pacCIIUpeHus, HACTPOUTh IlepeHanpaBieHus Uiu 1o0aBUTh U U3MEHUTh UCKIII0YeHUs. B cBsI3u ¢ aTuM BE MoxkeTe BBecTH URL-ampec unu Beipaxkenune RegEx s vHUIIMMPOBaHUS 3allpoca, KOTOPHIM OTMEHSET onpefe/ieHHOe TlepeHalpaBieHue. B To ke Bpems ang Invidious,
anbTepHaTUBHE YouTube, BBl MOXKETe ONpPeNeNnuTh IapaMeTPhl BOCIIPOU3BEeHUS BUIE0 110 YMOJTYaHUIO (HalipuMep, Ka4eCTBO BUOE0, aBTOMAaTH4eCKOe BOCIIPOU3BEIEHNE U CTU/Ib BOCIIPOU3BENEHMUST).
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